STUDIA UNIVERSITATIS MOLDAVIAE, 2017, nr.8(108)

Seria “Sliinle sociale” ISSN 1814-3199, ISSN online 2345-1017, p.146-152

CZU: 343.139:004.7
MASURI TACTICE SI STRATEGICE DE DEPASIRE A OBSTACOLELOR CARE

IMPIEDICA BUNA DESFASURARE A INVESTIGARII
INFRACTIUNILOR INFORMATICE

Mihail GHEORGHITA, Svetlana PURICI
Universitatea de Stat din Moldova

Una dintre sarcinile de baza ale investigarii criminalitatii cibernetice este stabilirea tuturor circumstantelor savarsirii
infractiunii. Totusi, realizarii acesteia deseori se opun persoanele care doresc eschivarea infractorului de la raspunderea
penald. Nu doar distrugerea informatiei computerizate poate fi indreptata in vederea ascunderii urmelor infractiunii. Cu
acelasi scop poate fi efectuata blocarea sau modificarea informatiei. in acest din urma caz infractorul va indrepta investi-
garea intr-o directie gresitd. Aceasta metoda este cea mai periculoasa, deoarece infractorul isi poate masca identitatea
prin modificarea datelor din registrele electronice, prin preschimbarea adresei IP, precum si a pachetelor de date, fiind
create probe false.
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TACTICAL AND STRATEGIC MEASURES TO REMOVING THE OBSTACLES WHICH HELPS TO

THE INVESTIGATION AGAINST OF CYBERCRIMES

One of the basic tasks of investigating cybercrime is to establish all the circumstances of the offense. However, when
doing so, they often oppose people who want to escape the offender from criminal responsibility. Not just the destruction
of computerized information can be directed to hide the traces of the offense. For the same purpose, blocking or changing
information can be made. In the latter case, the offender will direct the investigation in the wrong direction. The latter
method is the most dangerous, the offender can mask his identity by modifying the data in the electronic registers,
changing the IP address, and data packets, creating false evidence.
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